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Abstract

The execution speed of eBPF programs is important because
they implement many performance-critical functions. But
existing eBPF optimizers are limited because they primarily
operate on bytecode and make local optimizations, missing
non-local optimization opportunities visible at the source-
code level. We present EvolveBPF, a framework that uses Al
agents for source-level eBPF optimizations. Different from
the existing frameworks, it requires the Al agent to generate
not only optimized eBPF programs but also transformation
witnesses that capture the assumptions under which the code
optimization is correct. We incorporate these witnesses into
a semantic checker, enabling code optimizations to go be-
yond what would be possible with strict equivalence alone.
Experiments using open-source benchmarks shows that our
approach can speed up eBPF programs by up to 2.7x.
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1 Introduction

eBPF offers a flexible approach to safely extend modern op-
erating systems without modifying the kernel. A wide range
of applications use eBPF for packet processing [14], load
balancing [17, 19], observability [13, 20], access control, etc.
eBPF is also expanding into new domains such as user-space
instrumentation [25] and GPU profiling [23], extending its
applicability beyond the Linux kernel.

The efficiency of eBPF programs is critical because they
are often invoked on every packet, system call, or kernel
event. For instance, Meta’s Katran [7] is an eBPF-based load
balancer that processes every incoming packet, making ap-
plication performance depend intimately on its runtime.

The research community has proposed two categories of
techniques to optimize eBPF applications. The first relies on
compiler optimizations [16, 21] and does local, bytecode-level
transformations (e.g., eliminating redundant instructions).
While helpful, the optimization space of these techniques is
fundamentally constrained by the information retained in
the bytecode. For instance, they cannot reduce the number of
predicate evaluations by eliminating redundant checks. The
second category, exemplified by systems such as Cilium [3],
optimizes runtime parameters and system settings. These
techniques do not optimize eBPF programs themselves.

We explore using Al agents [1, 2, 8] for eBPF program
optimization. These agents have demonstrated strong ca-
pabilities for optimizing code for a wide range of domains
(e.g., C, python, Rust). But using them requires addressing
the unreliability of Al-generated transformations as well as
the unique constraints of eBPF programs. An Al agent may
produce an incorrect program. Developers commonly miti-
gate this risk by testing the original and optimized programs
on a set of test cases, but this approach is not foolproof. As
an alternative, one might use a formal equivalence checker
such as Heimdall [10]. Such checking offer strong correctness
guarantee but it tends to be too restrictive. Specifically, Al
agents can propose a broad spectrum of transformations (§3),
ranging from operation level edits to new data structures and
representations. Equivalence checkers can often not certify
the equivalence of such transformations, and excluding them
sacrifices valuable optimization opportunities.
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These limitations motivate EvolveBPF, our framework
for source-level eBPF optimization (§3.1). Like iterative op-
timization frameworks like OpenEvolve [8], EvolveBPF re-
peatedly prompts an Al agent to generate optimized eBPF
candidate programs. In addition, we prompt it to also gener-
ate a transformation witness that captures conditions under
which the code transformation is correct. Transformation
witnesses have two components: (i) assumptions which spec-
ify the conditions that the agent relies on for the optimization
(e.g., the value of certain variable cannot exceed an inferred
constant)—the validity of these assumptions must be con-
firmed by developers; and (ii) bindings which specify corre-
spondences between variables in the original and optimized
programs. Transformation witnesses enable EvolveBPF’s se-
mantic checker to certify transformations that conventional
equivalence checkers cannot handle.

We evaluate EvolveBPF (§4) on eBPF programs from the
open-source BCC libbpf-tools [6]. EvolveBPF supports
two optimization modes: naive mode requires strict semantic

equivalence, and aggressive mode, which permits transformation-

witness-aware transformations. Both optimization modes
improve the execution performance across all benchmarks.
The aggressive mode achieves an average speedup of 1.9x
(up to 2.7x), outperforming the naive mode, which achieves
an average speedup of 1.2X (up to 1.6X).

Even though EvolveBPF targets eBPF programs, its key
insight of transformation-witness-guided code optimization
can be applied to other domains (e.g., GPU kernels, network
functions, and databases) where a semantic checker can be
built. We therefore see EvolveBPF as an initial step toward
similar systems for other such domains.

2 Background and Related Work

eBPF has become fundamental for extending the Linux and
Windows kernels at runtime for many applications. We make
four observations about the current eBPF landscape.

Observation 1: eBPF use is increasing across modern sys-
tems. eBPF provides a lightweight and verifiably safe mecha-
nism for extending the kernel without modifying its source.
Developers have adopted eBPF for a growing range of ker-
nel functionality, including packet processing [14], policy
extension [26, 27], observability [23], and network protocol
deployment [9, 18].

Although eBPF was initially designed as a mechanism for
extending the kernel, its use has expanded well beyond ker-
nel extensions. User-space eBPF runtimes and frameworks
enable developers to execute eBPF programs in application-
level environments [25]. At the same time, eBPF has evolved
from a tracing-oriented technology into a general-purpose
programmable systems platform, powering networking, ob-
servability, and security services at production scale [3, 7].
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Observation 2: eBPF performance has system-wide impact.
eBPF programs are typically compiled into eBPF bytecode
and executed inside the kernel where they participate in
fundamental system operations (e.g., scheduling, storage
I/0, system call handling). eBPF programs thus frequently
execute on performance-critical paths, where even small re-
ductions in execution latency are amplified across millions of
invocations. Kernel developers have long applied techniques
such as aggressive function inlining to keep these paths fast;
the same level of attention should be paid to eBPF programs.

Moreover, many eBPF programs are deployed for observ-
ability, tracing, or security monitoring, where their purpose
is to observe the system without perturbing it. For these
workloads, minimizing runtime overhead is essential.
Observation 3: Checking the equivalence of two eBPF pro-
grams is possible. Preserving program semantics is essential
for code optimization. Formally proving the equivalence us-
ing formal methods offer better guarantee than testing-based
approaches. However, determining whether two arbitrary
programs are semantically equivalent is undecidable in gen-
eral [5]. Fortunately, eBPF has a restricted execution model
that disallows unbounded loops and recursion. These unique
properties offer opportunities to formally verify the semantic
equivalence between eBPF programs. For instance, Heim-
dall [10] generates Rust-style eBPF programs from C-style
ones and formally verifies them using symbolic execution.
Observation 4: eBPF optimization opportunities go beyond
strict semantic equivalence. Traditional code optimizers op-
erate within the space of strict semantic equivalence: typical
examples include replacing expensive operators with more
efficient ones (e.g., replacing multiplication by powers of two
with bit shifts) and simplifying conditional branches. Such
optimizers have been developed for eBPF as well (e.g., K2 [21]
and Merlin [16]). While such optimizations remain applica-
ble to eBPF programs, they represent only a fraction of the
practical optimization opportunities. Performance is also
heavily influenced by program-level design choices [4], and
many improvements arise from redesigning program struc-
tures or data representations. For example, an eBPF program
that only requires a file’s basename may allocate a 256-byte
buffer instead of storing the entire 4096-byte pathname. Such
a transformation changes the program’s memory layout and
observable internal state, yet still satisfies the application’s
intended functionality.

Thus, Improving the execution efficiency of eBPF pro-
grams is important and the restricted nature of eBPF makes
it possible to do so with strong correctness guarantees, but
current optimizers use traditional methods that are limited
in what they can accomplish.

Al agents [8, 15, 22] offer a promising way to discover a
broader range of optimization opportunities that go beyond
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strict semantic equivalence. Prior work (e.g., SimpleBPF [11]
and KGent [24]) has used LLMs to generate eBPF programs
but offers no correctness guarantees. These observations
motivate our framework for safe, agentic eBPF optimization.

3 EvolveBPF Design

EvolveBPF is an agent-guided framework for safe and effec-
tive eBPF optimization (Figure 1). It iteratively asks an Al
agent to generate optimized candidates and transformation
witnesses of an eBPF program. It then validates each candi-
date for semantic equivalence based on those witnesses, BPF
verifier acceptance, and execution performance.

EvolveBPF follows OpenEvolve’s evolutionary paradigm,
iterating to progressively accumulate optimization knowl-
edge. Given an initial eBPF program and a user-specified
iteration budget, EvolveBPF repeatedly invokes the Al agent
to generate candidate programs, each of which is evaluated
by the validation pipeline. EvolveBPF records the evalua-
tion results together with the optimization rationale and
feeds them back into the next iteration, enabling the agent
to refine previous transformations and explore new strate-
gies. This feedback loop continues until the iteration budget
is exhausted, at which point EvolveBPF returns the best-
performing validated program.

3.1 Optimizations
We analyze the eBPF optimizations generated by the agent

and group them into three categories: (1) assumption-dependent
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accesses update the corresponding read/write counters with-
out modifying the stored metadata.

The original implementation allocates a PATH_MAX (4096-
byte) char array to store filename. However, examining
the implementation of get_file_path() reveals that the
program only reads dentry—d_name.name, which corre-
sponds to the file’s basename rather than its absolute path-
name. Since Linux limits filename length to 255 characters,
the Al agent replaces the buffer with a 256-byte array and
copies the filename using bpf_probe_read_kernel_str()
(Figure 2(b)), significantly shrinking every hash-map entry.

This optimization is not universally applicable: its correct-
ness depends on properties of the target execution environ-
ment, such as the NAME_MAX limit. Such optimizations cannot
be derived from the program alone, as they require reason-
ing about operating-system semantics beyond the program
source. EvolveBPF therefore requires the Al agent to
emit the underlying assumptions as transformation
witnesses, which developers can verify against their
deployment environment.

3.1.2  Representation Optimization. Representation-level op-
timizations preserve the semantics of an eBPF program while
redesigning its internal data representations. Rather than
modifying individual operations, these optimizations reorga-
nize data structures, memory layouts, or map usage to reduce
execution overhead. Such transformations typically require

optimizations, whose correctness depends on developer-confirmed reasoning about the relationships among multiple program

assumptions about the target execution environment; (2)
representation-level optimizations, which preserve program
semantics while redesigning data type representations; and
(3) operation-level optimizations, which rewrite local oper-
ations without changing the program structure. Of these,
only operation-level optimizations are supported by tradi-
tional compiler frameworks, so the rest of this section focuses
on the first two categories, which are uniquely enabled by
EvolveBPF.

3.1.1  Assumption-Dependent Optimization. This category
comprises transformations whose correctness depends on
assumptions about the target execution environment. Unlike
conventional compiler optimizations, which must hold for
all executions, these transformations are valid only when
their underlying assumptions hold.

Figure 2 illustrates one such optimization discovered by
the Al agent. The original program (Figure 2(a)) monitors file
read and write operations and maintains per-file statistics
in a hash map. When a file is first observed, the program
allocates a new map entry, records the process information,
and stores the file name in the filename field. Subsequent

components, placing them beyond the reach of traditional
compiler passes.

Figure 3 shows a representative optimization discovered
by EvolveBPF. The original XDP program counts incoming
packets, with a control flag that determines whether counting
is enabled. To maintain these two pieces of state, the program
defines two independent BPF maps: ct1_array, which stores
the control flag, and cntrs_array, which stores the packet
counter. During packet processing, the program first looks
up ctl_array to check whether counting is enabled and, if
so, performs a second lookup on cntrs_array to update the
counter. Consequently, every packet incurs two BPF map
lookups.

The AI agent observes that both maps are indexed by
the same key and are always accessed together. It therefore
merges them into a single map whose value is a composite
structure containing both the control flag and the packet
counter. As a result, the program performs only one map
lookup per packet while preserving the original semantics.
Since map lookups are among the most expensive opera-
tions in eBPF programs, eliminating one lookup significantly
reduces the overhead of the packet-processing path.
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Figure 1: Given an input eBPF program and prompts, the Al agent generates candidate programs and transformation
witnesses. Each candidate is evaluated from three perspectives: BPF verifier compliance, transformation-witness-
guided semantic check, and execution performance evaluation. The evaluation results are fed back to the Al agent
to guide the next iteration. This optimization loop continues until the iteration threshold.

#define PATH_MAX 4096
struct file_stat {

char filename [PATH_MAX];
+;
static void get_file_path(...) {
struct gstr dname;
dname = BPF_CORE_READ(...);
bpf_probe_read_kernel(...)

static int probe_entry(...) {
struct file_stat *xvaluep;

get_file_path(file, valuep—>filename,
sizeof(valuep—>filename));

(@)
#define FILE_NAME_LEN 256
struct file_stat {

char filename[FILE_NAME_LEN];
static int probe_entry(...) {
struct file_stat *valuep;

bpf_probe_read_kernel_str(valuep—>filename,
sizeof(valuep—>filename), name);

(b)

Figure 2: (a) is the original eBPF program while (b) is
an optimized version by reducing the size of filename
from 4096 bytes to 256 bytes.

Although the optimized program is semantically equiva-
lent to the original, conventional equivalence checkers gener-
ally fail to verify this transformation because the underlying
data representations are no longer identical. The original
program stores the control flag and packet counter in two
separate maps, whereas the optimized version stores them in
a single composite object. Establishing equivalence therefore

struct {
__type(key, __u32); _ type(value, __u32);
...} ctl _array SEC(".maps");
struct {
__type(key, __u32); _ type(value, _ u64);
...} cntrs_array SEC(".maps");
int pktentr(struct xdp_mdx ctx) {
__u32 ctl_flag_pos = @; __u32 cntr_pos = 0;
__u32x flag = bpf_map_lookup_elem(&ctl_array,
&ctl_flag_pos);
if (!'flag || (xflag == 0)) {...};
__ub4x cntr_val = bpf_map_lookup_elem(&cntrs_array,

&cntr_pos);
if (cntr_val) {...};
’ (@)
struct datarec {__u32 enabled;__u64 counter;};
struct {

_ type(key, __u32); _ type(value, struct datarec);

} stats_map SEC(".maps");
int pktecntr(struct xdp_mdx ctx) {

__u32 key = 0;
struct datarec xrec = bpf_map_lookup_elem(&stats_map,
&key) ;
if (!rec || rec—>enabled == 0){...}
' (b)

Figure 3: (a) is the original eBPF program defining 2
maps while (b) is an optimized version by merging
them into one map.

requires reasoning about the correspondence between the
two data representations.

3.2 Semantic Checker under
Transformation Witnesses

Step 2 of the validation pipeline in Figure 1 performs se-
mantic validation using developer-approved transformation
witnesses. We next use the example in Figure 2 to illustrate
how these witnesses are generated, formalized, and used to
establish semantic equivalence.
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(programy) ::= (assumption-block) (binding-block)
(assumption-block) ::= assumption { (assumption-list) }
(assumption-list) ::= (assumption-statement)
| {assumption-statement) (assumption-list)
(assumption-statement) ::= (range-assumption) ;
(range-assumption) ::= (original-expression) in [ (integer) , (integer) ]
(binding-block) ::= binding { (binding-list) }
(binding-list) ::= (binding-statement)
| (binding-statement) (binding-list)
(binding-statement) ::= (original-expression) = (optimized-expression) ;
(original-expression) ::= original. (expression)
(optimized-expression) ::= optimized. (expression)

(expression) ::= (variable) | (map-expression) | (field-expression)
(map-expression) ::= (variable) [(integer) : (integer) ]| (variable) [(variable)]
(field-expression) ::= (map-expression) . (field-name) | (variable) .(field-name)

(variable) ::= (identifier)

(field-name) ::= (identifier)
(integer) ::= (digit) | (digit) (integer)
(identifier) ::= (letter) | (letter) (identifier-tail)
(identifier-tail) := (letter) | (digit) | _ | (letter) (identifier-tail)
| (digit) (identifier-tail) | _ (identifier-tail)

(lettery ==a|---|z|A|---|Z
(digity == |1|2]3]4|5|6]7]8]|9

Figure 4: BNF grammar for the transformation-witness
DSL.

DSL design for transformation Witness. We want transfor-
mation witnesses to satisfy two main goals: (1) easy for hu-
man developers to understand and review, and (2) precise
enough for automated semantic checking. As a result, Fig-
ure 5 shows an example where we output both the trans-
formation reason in natural language and formally describe
transformation witnesses using the designed DSL.

The grammar design for the transformation witness DSL
is shown in Figure 4. A DSL program consists of 2 main
parts: assumption and binding. The assumption portion
shows necessary assumptions made to support the program
optimization. All assumptions in this component must be re-
viewed and approved by human developers. The binding por-
tion relates variables in the original and optimized programs.
The subsequent semantic checker can verify equivalence
according to all variables’ binding relationships.

For example, Figure 5 illustrates one DSL program. The
Reason part provides a human-readable explanation of the
transformation witness for developers to review. Then, the
assumption portion shows that only 256 out of 4096 bytes
in the filename variable contain meaningful data. Therefore,
the generated optimized program only contains a 256-byte
filename variable and the binding component establishes the
correspondence between this variable and the first 256 bytes
of the filename variable in the original program.
Transformation Witness Generation. EvolveBPF prompts
the Al agent to produce structured transformation witnesses
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that specify the conditions under which an optimization is
correct. Each witness pairs the agent’s natural-language rea-
soning with a formal representation. For instance, Figure 5
illustrates the witnesses for the filename representation op-
timization. The Al agent first explains the rationale behind
the optimization (e.g., the optimized program stores only
the basename, whose size is at most 256 bytes); EvolveBPF
then formalizes this rationale into an executable assumption
that the semantic checker can directly consume. Presenting
both forms enables developers to easily inspect and validate
the underlying reasoning: compared with manually estab-
lishing the semantic equivalence of two complete programs,
validating a small set of explicit witnesses requires less effort.

Our witness design echoes recent formal verification sys-

tems such as TorchLean [12], which bridges the gap between
model execution and verification by making implicit seman-
tics (e.g., preprocessing and floating-point behavior) explicit
and machine-checkable.
Semantic Checker. Different from conventional semantic
checker, EvolveBPF performs equivalence checking under
transformation witnesses. After developers approve the as-
sumptions specified in the witness, we use a symbolic exe-
cution engine to checks the equivalence between the origi-
nal and optimized programs’ output, using the binding rela-
tionships to reconcile variables whose names or types have
changed during optimization.

For the example in Figure 5, the code optimization agent
identifies that the program only uses the basename instead
of the pathname and assumes that filenames in the target
environment are at most 255 bytes long and can fit into a
256-byte buffer, including the null terminator. Although this
length limit does not mean that the unused portion of the
original 4096-byte buffer is zero-initialized, these bytes’ value
do not affect the program’s observable behavior. Therefore,
we can set them to zero without loss of generality, reducing
the symbolic input space to the first 256 bytes. Since the opti-
mized program uses only a 256-byte filename buffer, its pre-
transform extracts the first 256 bytes of the symbolic input,
while its post-transform reconstructs the original 4096-byte
representation by zero-padding the remaining bytes. This
allows the semantic checker to compare the two programs
under a common representation even if some variables’ name
and type are different.

We build our semantic checker on top of the symbolic
verification framework proposed by Heimdall [10], which
models registers, stack memory, maps, and helper functions
for eBPF programs. For instance, a BPF hash map is modeled
as a symbolic Z3 array, while the semantics of BPF helper
functions such as bpf_map_lookup_elem() are captured by
symbolically exploring both cases: the queried key being
present or absent.
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Reason: The program stores only the basename of each
filename. In Linux, basenames are at most 256 bytes.
Transformation Witness DSL Program:
assumption {
original.entries[k].filename[256:4096] in [0, 0];
}
binding {
original.entries[k].filename[@:256] =
optimized.entries[k].filename;

Figure 5: Transformation witness generated by the Al
agent for the optimization in Figure 2. The assumption
constrains the unused filename bytes, while the bind-
ing relates the original and optimized representations.

Orig Prog

Orig Prog (Symbolic)

________

Opt Prog

Opt Prog (Symbolic)

Transformation Witness
(verified by developer)

For Opt Prog
Post-transform relation

R, :0' =0

Pre-transform relation

i
i
i

opt
|| REIar
I

7 Pre-transform (Opt) |
For all inputs I | &= 1571 :

| Execute Optwith I’ | |

[ Post-transform (Opt) | !
[ RE:0 =0 |

Output (Opt) O

Execute Orig with T

Output (Orig) O

SMT Solver
0°ris = Qopt 9

Figure 6: An Al agent generates an optimized program
together with a transformation witness consisting of
witnesses (verified by the developer), pre- and post-
transform relations. The original and optimized pro-
grams are symbolically executed, and the SMT solver
verifies equivalence between their outputs.

4 Preliminary Evaluation

We evaluate the optimization effectiveness of EvolveBPF by
comparing the execution time of the original and optimized
eBPF programs. We evaluate EvolveBPF under two optimiza-
tion modes. The naive mode only accepts optimizations that
are accepted by a conventional semantic checker. This can
be supported by existing optimization frameworks. Our key
contribution is the aggressive mode, which further enables
transformation-witness-guided optimizations that modify
the program representation or behavior under developer-
approved transformation witnesses. We use the GPT-5 mini
model as the Al agent and compare the performance gain
achieved by these two modes.

Benchmarks. We select our evaluation benchmarks from the
libbpf-tools [6] suite in BCC, which contains production-
oriented eBPF programs for observing different Linux kernel
subsystems. For example, biostacks monitors the start and
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Figure 7: Execution speedup of the optimized eBPF pro-
grams generated in naive and aggressive modes over
the original implementations across different bench-
marks and kernel hooks [6]. The execution time of the
original program is normalized to 1.

completion of block I/O requests by attaching to block-layer
hooks (e.g.,blk_account_io_start,blk_account_io_done,
and block_io_start/done), while tcplife tracks TCP con-
nection lifetimes, transferred bytes, and endpoint informa-
tion through the sock_sock_set_state tracepoint. We com-
pile eBPF programs with Clang, load and attach them to
the corresponding kernel hooks using libbpf, and generate
requests to repeatedly trigger execution to compare their
kernel-side execution time.

Results. Figure 7 summarizes the execution speedups achieved
by EvolveBPF across 6 representative eBPF programs. Both
optimization modes consistently improve performance over
the original implementations. The largest speedup (io_start
hook in biostacks) achieves 2.7x execution speedup in the
aggressive mode. The root reason is that the optimized pro-
gram stores only compact request metadata with a stack ID
instead of embedding the full stack, batches the gendisk field
reads, and uses per-CPU histogram storage to reduce cross-
CPU contention during aggregation. These optimizations
assume that I/O worker call stacks remain stable over short
intervals and user space can aggregate per-CPU histogram
values. This assumption is mostly reasonable for database
workers and production systems with stable I/O paths.

5 Discussion and Open Problems

Optimizing eBPF programs with Al agents raises several
research questions. We address some of them in EvolveBPF,
while others remain open and motivate future research.

Q1: What is the appropriate DSL design to describe the
transformation witness? EvolveBPF asks the agent to gener-
ate both an optimized program and transformation witnesses
with the binding between the pre- and post-transformation
program states. These Al-generated assumptions require
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developers to manually verify their validity. It is therefore
important to develop transformation witness representations
that are both expressive enough for formal reasoning and in-
tuitive enough for developers to review with minimal effort.

Currently, EvolveBPF uses a DSL to formally specify trans-
formation witnesses. Designing the DSL involves a trade-off
between simplicity and expressiveness. A simpler DSL makes
it easier for Al agents to understand its syntax and semantics
and generate valid witnesses, but may limit the optimization
opportunities that can be expressed. For example, our cur-
rent DSL supports only continuous value ranges and cannot
express assumptions that restrict an input variable to several
disjoint ranges or specific bit patterns. Extending the DSL
to support more expressive witnesses while maintaining its
grammar requires more further investigation.

Besides, EvolveBPF relies on Al agents to generate natural-
language descriptions to help human developer understand
the change and review transformation witnesses. However,
there is no formal guarantee that the natural-language de-
scriptions accurately reflect the corresponding DSL programs.
Ensuring consistency between these two representations is
an important direction for future work.

Q2: What notion of correctness should optimization pre-
serve? EvolveBPF extends traditional semantic equivalence
by incorporating Al-generated, developer-approved trans-
formation assumptions into the semantic checker, enabling
more practical source-level optimizations (e.g., data repre-
sentation changes). However, exact semantic equivalence
may still be unnecessarily restrictive for many eBPF appli-
cations. In practice, developers often care about whether an
optimization satisfies design requirements (e.g., both 1s- and
5s- intervals satisfy the profiling requirement). This raises a
broader research question: can optimization correctness be
defined in terms of application-level objectives rather than
exact semantic equivalence? Such a notion would allow Al
agents not only to optimize existing implementations, but
also to guide developers toward programs that better satisfy
their deployment requirements.

Q3: How should the evaluator guide future optimization?
EvolveBPF adopts an iterative optimization workflow to let
Al agents generate candidate optimizations. In this process,
each optimization iteration incurs nontrivial LLM inference
time and costs. An important research question is there-
fore how the evaluator can provide actionable feedback to
guide subsequent optimization, reducing unnecessary explo-
ration and improving cost efficiency. This includes devel-
oping eBPF-specific prompting strategies, identifying opti-
mization patterns from previous iterations, and generating
targeted feedback that helps Al agents converge to high-
quality optimizations with fewer iterations.
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Q4: Can transformation witnesses generalize beyond eBPF?
Transformation witnesses capture a general need in agent-
driven program optimization: transformations often rely on

domain assumptions that conventional equivalence checkers

cannot support. The same idea could potentially apply to

domains such as GPU kernels, networking software, and

database systems. More broadly, agents could evolve from

optimizers into interactive program designers: developers

provide an initial implementation and high-level require-
ments, while agents explore alternative representations and

behaviors, with transformation witnesses allowing develop-
ers to inspect and validate the resulting design choices. A key

open challenge becomes: given a new application domain,

how to systematically construct expressive, domain-specific

transformation witnesses and integrate them with efficient

semantic checkers.

6 Conclusion

Improving eBPF execution efficiency can benefit a wide range
of performance-critical systems. We presented EvolveBPF,
an agent-guided framework that safely explores source-level
optimizations beyond the reach of traditional compiler opti-
mizations via transformation-witness-guided semantic vali-
dation. Preliminary results are promising, showing big ex-
ecution speedup on open-source eBPF benchmarks. We be-
lieve the framework can generalize to safe and effective Al-
assisted program optimization in broader domains.
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