NetCov: Test Coverage for Network Configurations
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Because network configuration is error-prone ..

Amazon’s massive AWS outage was caused by human error

One incorrect command and the whole internet suffers.

Google Cloud Went Down Because It Was

Misconfigured
By Jason Del Rey | @DelRey | Mar2,2017,2:20pm EST Microsoft_ Misconfigured m JUNE 7, 2019
Network Device Caused Azure
Outage

l
. many networks use automatic testing to reduce risk
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But networks fail despite automatic testing
(because of bugs that testing should have caught!)

This article was published on: 10/4/21
A Home / Featured / Facebook outage triggered by BGP configuration issue as services fail for 6 billion

Facebook outage triggered by BGP
configuration issue as services fail for 6
billion

WAN router IP address change blamed for

global Microsoft 365 outage

Command line not vetted using full qualification process, says Redmond. We think it
involved chewing gum somewhere

A Paul Kunert




But networks fail despite automatic testing
(because of bugs that testing should have caught!)
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An example of a testing gap
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An example of a testing gap

R1’s configuration: R2’s configuration:
bgp peer R2 bgp peer R1
bgp peer ISP import policy FROM-R1

import policy FROM-ISP
policy FROM-R1

policy FROM-ISP match tag 74
match prefix-1list INTERNAL remove tag 74
permit permit
default default
add tag 74 deny
permit




An example of a testing gap

R1’s configuration:

R2’s configuration:

bgp peer R2
bgp peer ISP
import policy FROM-ISP

policy FROM-ISP
match prefix-list INTERNAL
permit
default
add tag 74
permit

bgp peer R1

policy FROM-R1
match tag 74
remove tag 74
permit
default
deny

import policy FROM-R1

R1’s routing table

R2’s routing table

prefix next hop |tag

prefix next hop

tag

20000/8 |ISP 74

20000/8 |R1




An example of a testing gap

R1’s configuration: R2’s configuration:
bgp peer R2 bgp peer R1
bgp peer ISP import policy FROM-R1
import policy FROM-ISP
policy FROM-R1 n_
policy FROM-ISP match tag 74
match [?Pe'le—llst INTERNAL r‘emO\./e tag 74 Test 1: check configuration contents
permit permit R1’s BGP peers include R2 and ISP
default default
add tag 74 deny
permit Test 2: verify reachability
R2 can reach ISP with any IP in 20/8
R1’s routing table R2’s routing table
prefix next hop |tag prefix next hop [tag
20000/8 |ISP 74 20000/8 |R1




An example of a testing gap

R1’s configuration:

R2’s configuration:

bgp peer R2
bgp peer ISP
import policy FROM-ISP

policy FROM-ISP

bgp peer R1

policy FROM-R1
match tag 74

match prefix-list INTERNAL
permit
default
add tag 74
permit

remove tag 74

Undetected bug!

(should be deny).

import policy FROM-R1

Test 1: check configuration contents
R1’s BGP peers include R2 and ISP

Test 2: verify reachability
R2 can reach ISP with any IP in 20/8

R1’s routing table

R2’s routing table

prefix next hop |tag prefix next hop |[tag
20000/8 |ISP 74 20000/8 |R1
20000/8 (tag:74)

| Test 3: evaluate routing policy

| FROM-ISP should deny internal preflxl



What about complete testing of this?

Credit: Microsoft



Solution: Guide users with configuration coverage

Network state

R1’s configuration:

R2's configuration:

bgp peer R2
bgp peer ISP
import policy FROM-ISP

policy FROM-ISP
match prefix-1list INTERNAL
permit
default
add tag 74
permit

bgp peer R1
import policy FROM-R1

policy FROM-R1
match tag 74
remove tag 74
permit
default
deny

R1's routing table

R2’s routing table

[prefix [nexthop [tag | [prefix [nexthop [tag ]
[20000/8  TisP [74 | [20000/8 [R1 | |
120000/8 —>

% 20000/8 (tag:74)—>

| &=

Test suite <

4

Test 1: check
configuration content

Test 2: verify reachability

v

Which config lines are tested?

match prefix-1list INTERNAL
Not tested pernit

User

default
deny

New test:
evaluate routing policy

e



Defining configuration coverage

1. Lines that are directly analyzed by tests

R1’s configuration:

R2's configuration:

policy FROM-ISP

match prefix-1list INTERNAL
permit
default

add tag 74
permit

\

import policy FROM-ISP

bgp peer R1
import policy FROM-R1

remove

permit
default
deny

Test 1: check configuration contents
R1’s BGP peers include R2 and ISP

Test 2: verify reachability
R2 can reach ISP with any IP in 20/8

R1’s routing table

R2’s routing table

prefix

next hop

tag

prefix next hop |tag

20000/8

ISP

74

20000/8 |R1

% 120000/8 (tag:74)=> %




Defining configuration coverage

1. Lines that are directly analyzed by tests
2. Lines that contribute to tested data plane state

R1’s configuration:

R2’s configuration:

bgp peer R2
bgp peer ISP
import policy FROM-ISP

policy FROM-ISP
match prefix-list INTERNAL
permit

bgp peer R1
import policy FROM-R1

policy FROM-R1

Test 1: check configuration contents
R1’s BGP peers include R2 and ISP

—20000/8 |R1 <«

- default default
deny
Test 2: verify reachability
. R2 can reach ISP with any IP in 20/8
R1’s routing table R2%rouﬁngtaby(, /
prefix next hop |tag prefix next hop g;g’
20000/8 |[ISP 74




Defining configuration coverage

1. Lines that are directly analyzed by tests

2. Lines that contribute to tested data plane state
O Can be non-local

20/8 (tag:74,75,76)

20/8(74,75,76)=> i




Key challenge

> Efficiently mapping data plane states back to contributors

> Strawman solutions:
1. Full data plane simulation and record the contributions at each step
2. Encode control plane computation as deductive clauses



Key insight

> The network state (often) contains hints to infer contributors!

RIB entry @R2
20.0.0.0/8 -> R1 (BGP)

/ \ Import policy @R2

BEE (s_e)s;;)n match tag 74
BGP announcement permit
R1— R2,20.0.0./8 T ‘\
RIB entry @R1 BGP peer config @R1 BGP peer config @R2
20.0.0.0/8 -> ISP (BGP) bgp peer R2 bgp peer R1

A



Solution overview

> Information flow graph to model network contributions
o Encoded as rules that derive ancestors of nodes
o Sometimes derivations need local simulations

> |nfers contributions on demand
o Repeatedly run the rules to fixed point

> Accounts for non-determinism
o BGP aggregates, multipath routing



NetCov design

— || Configurations Data plane state @% Test trace

\ 1 / Directly analyzed config lines,
tested data plane state
NetCov

UHDD Configuration Coverage



Demo



Case study: Internet2

> 10 BGP routers
> 90K+ lines of configuration
> 268 external peers

> Use RouteViews data to infer
external route announcements
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Existing test suite

> Bagpipe’ verified Internet2 BGP configuration with 3 tests
O Block-to-external
O No Martian
O Route preference

*Weitz et al. Scalable verification of border gateway protocol configurations with an SMT solver. In OOPSLA 2016.



Existing test suite covered only 1in 4 lines

Fraction of configuration lines covered

24% 26%

o o B

Block-To-External No-Martian Route-Preference Test suite



/* reject routes we should never accept */
policy-statement SANITY-IN {
/* Reject any BGP prefix if a private AS is in the path */
term block-private-asn {
from as-path PRIVATE;
then reject;

}
/* Reject any BGP NLRI=Unicast prefix if a commercial ISP's AS is in the path */

N term block-commercial-asn {
Improve tests with NetCov
to rib inet.o;
then reject;
X
term block-nlr-transit {
from as-path NLR;
then reject;
}
. . /* Reject BGP prefixes that should never appear in the routing table */
NoMartian only covers one of five tem occaartions ¢
rom
° M /* default */
terms of the import policy. ot o OG0 G
/* rfc 1918 */
route-filter 10.0.0.0/8 orlonger;

4 other classes of forbidden traffic e rongers

/* rfc 3330 - link-local */

re ma i n u ntested . ;:u::fi;;;r*}w.254.0.0/16 orlonger;

route-filter 172.16.0.0/12 orlonger;
° /* iana reserved x/
te-filter 192.0.2.0/24 orl ;
We add a new test checking that S 2R
. . route-filter 192.88.99.1/32 exact;
/* rfc 1918 */
I nternet2 Sh O u Id reJ eCt th ese tra ffl C' r:u;effilter*192.168.0.0/16 orlonger;
/* rfc 2544 - network device benchmarking */

. route-filter 198.18.0.0/15 orlonger;
Pol ICy SAN ITY— I N get fu | |y Cove red . /* rfc 3171 - multicast group addresses */
route-filter 224.0.0.0/4 orlonger;
/* rfc 3330 */
route-filter 240.0.0.0/4 orlonger;
}
then reject;
}
/* Reject BGP prefixes which Abilene originates */
term block-internal {
from {
prefix-list INTERNAI
}

then reject;




New tests significantly improved coverage

Fraction of configuration lines covered

37% 43%

26% 27% I I

Original Add Add Add
test suite Sanity-In  Peer-Specific-Route Iface-Reachability



Coverage can be computed in reasonable time

32.8 Bl test execution
B cov [other]

B cov [simulations]
B cov [strong/weak labeling] ¥1701

BlockToExternal {5707
NoMartian 450} 19.3
RoutePreference
Sanityln
PeerSpecificRoute
InterfaceReachablility

Test Suite 90.4

0 20 40 60 80 100 120
Time (sec)



Conclusion

> Need high-quality test suites to make networks reliable
o Simply using automated testing is insufficient

> NetCov improves test suites by revealing test coverage of configs
O Key challenge: map data plane state back to contributors
O Our approach: information-flow model and on-demand inference

0 https://github.com/UNNetworksLab/netcov



