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The unfortunate lifecycle of a network

Complexity 
grows

Abstractions 
harness complexity

Abstractions 
are “punctured”

Starts out 
simple

Hard to operate Even harder to operate!



Example (1/3): Configuration synthesis

What if the topology or policy evolves?
What if a new type of device is introduced?

How do we work around a buggy device behavior?
Is the synthesis process stable?

Topology Policy Device 
configurations✚ ⃗



Example (2/3): Network verification

When does NAT happen?
When does firewalling happen?

Can ACLs and firewall rules refer to pre-NAT fields?

Configurations 
or FIBs ⃗

Abstract 
model

Inbound 
ACL

FIB 
lookup

Outbound 
ACL

⃗
Explorer 
+ solver  



Example (3/3): Test suites

Network data or 
active probes 🔍 Test 

suite

Which tests are relevant as the network evolves?
Which tests are not redundant?

Are new behaviors being sufficiently tested?



Downsides of “static” tools

Can leave the network worse off in the long term

à Hurt agility with questionable manageability benefit

Engineers with foresight won’t adopt them

Conjecture: This is why declarative tools lose to imperative tools



Conjecture

Good 
abstractions

No 
abstractions

Poor 
abstractions≫ ≫



Building evolution-friendly tools

Plan for evolution

Use more flexible, lower-level abstractions

Expose and quantify drift



Evolution-friendly configuration synthesis

[SIGCOMM 2016]

[PLDI 2017]



Propane/AT (Abstract Topologies)



Evolution-friendly network modeling

[NSDI 2015]

[HotNets 2020]



Modeling networks using Zen



Performance of Zen vs Batfish



Evolution-friendly network verification

[SIGCOMM 2024]

New! 



Evolution-friendly test suites

[NSDI 2023]

[SIGCOMM 2021]



https://github.com/UWNetworksLab/netcov

NetCov: Coverage for network configurations



NetCov maps tested forwarding state to config lines

20.0.0.0/8 -> R1 (BGP)

RIB entry @R2

BGP announcement
R1 → R2, 20.0.0./8

match tag 74
permit

Import policy @R2
BGP session

R1 ↔ R2

20.0.0.0/8 -> ISP (BGP)

RIB entry @R1
bgp peer R2

BGP peer config @R1

bgp peer R1

BGP peer config @R2

…



Summary

Networks are evolved, not designed

Risk getting stuck with poor abstractions

Design networking tools for evolution
• Plan for evolution
• Use more flexible, lower-level abstractions
• Expose drift


